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BU3HEC U TEXHOJIOI'HU A

«AHDPOPMAIIUA —
ITO BAJIFOTA
BYIYVIIETO»

Heoxunannsie Taiine xpanar B cede LBeiinapekne Aub-
nel. TPpyaHO NpeACTABHTD, YTO NPAMO BHYTPH 0IHOI H3
rop, B ObiBmIei apmeiickoil KpemocTH, CKpbLIBaeTcs
«llIBeiinapeknii @opr-Hoke» — cepxmajgesnbiii gara-
ueHTp. «busnec Mupy» yaaiocs nodeiBaTh B 7TOM YHH-
KaJLHOM MecTe,

MAPTH NIOHME

HenpumeTHEIH BXOZ HAXOAWTCS Ha KPYTOM CKJIOHE IOpPbl, He-
aanexo ot ropoaka ['mraan (Gstaad). Bpas an kto-1o omuja-
er, uto B cepaue [IBeifapekux AJbIl paciioNiomKen OfHH H3
CAMBIX TEXHOIOIHYECKH COBPEMEHHBIX JIATA-1IeHTPOB B MIpE,
ConpoBokaaonMii HaC OXPAHHAK BBOJMT CEKPETHBIH Koa,
OTKPHIBAET JIBEPH W BEAET NPAMO BHYTPEL ropel. B koHLE ko-
pHAOpa — nepBelil nocT 6e30MacHOCTH, IOXOKUI Ha HEGOMh-
LIYIO KAMEPY, KOTOPAA KOIBLIOM CMBIKACTCS BOKPYT MOCETHTE-
IS M CHHTBIBAST HEKYI0 HHopmaiino, Yto #e TyT nposeps-
erca? «Sl He MOTY BaM CKa3zaTh, 3TO TaiiHay, — yisibadcs, ro-
soput Kpucrod Omeaneg (Christoph Oschwald), ochosas-
Wit BMECTE CO cBOMM naprHepoM Xaucnerepom Baymanom
(Hanspeter Baumann) SIAG, koMnanuio, koTopas Braajieer
o ynpasjser uearpom Swiss Fort Knox,

C nomombi0 HOBEHIITHX
TEXHOJIOTHH 00e KpPenocTu
NpeBpalleHbl B Ype3BbIYAHHO
Ha/le’KHbIE 1aTa-IeHTPbI

Bripmmit  rpanaromérank-napaunoriet OmBaneg NepBbM
OUEHWT MOTEHLHAI ITOi TaiiHoi KpernocTH, NoCcTPOeHHOI
B 1960-x rojax A NOMCLICHHA 37¢Ch KOMAHIHOIO MOCTA
mBeiiapexnx Boenno-po3ayHbiX cui. Ipoekr «lllseiiuap-
cicnii Popr-Hoke» cTal HepBeIM COBMECTHBIM NPEANPHATHEM
uiBeinapckoil apMuu ¥ dacTHoi komnanun. Co3naHHbli
B 1994 romy, «®opr-Hoke» ynpaeiser aByms LeHTpamu,
Swiss Fort Knox I u I1, pacnono:xennsiMu Ha pacctostiu 20
KHIIOMETPOR JIPYT OT jpyra. B paMKax napTHepcTsa co 1iBeii-
uapekod apmueii komnanns SIAG crana cosnazenunueit Fort
Knox Il u npuobpena & 20-netuiow apeny Fort Knox I, no-
CTYT B KOTOPBIH 3anpelleH MoCeTHTENsAM i OXPaHseTcs Coll-
JaTamH,

ﬁl

C noMOwIBLIO HOBEHIIHX TEXHOIOrHIT 004 MeCTa NPeBpPAaIeHb
B 4PE3BbIMAITHO HANCHKHBIE JATA-LUEHTPbl. DTH XpaHHIHILA
HHOPMALIHKE FAPAHTHPYIOT COXPAHHOCTH KOH(HACHLHAIL-
HBIX JIaHHBIX JIOOBIX KJIHEHTOB, OY/b TO KPYIHBIE KOPHOpa-
LHH WK 9acTHbie THua. LlenTpsr obemaior sanmmits uudop-
MAIIHIO OT MOOBIX BO3MOKHBIX YIPO3: TEPAKTOB, AAEPHBIX Ka-
TacTpod, snuaeMHil 1 3emaeTpacennii. Swiss Fort Knox nme-
€T CBOIO B3NCTHYIO MONOCY, HeOOIBIOIT OTeb H Jake MocT
TAMOAKEHHOIO KOHTPOIIA.

Hndopmaums nepenaerca B uentp gHO0 GH3MYECKAM ITyTeM,
21160 € MOMOILBIO POrPAMMBbL PE3EPBHOTO KOMHPOBAHHA SWiss
Vault, enennanero paspatorannoii SIAG. Mudopmaimsa umid-
pyercs nporpaMmMoit ¢ JuiHHON kioda 448 Gur (npHmepHo
8 320 paza npepbnuatonieit cravgaprHeiii 128-0uTHbIH Koy,
HCHOJIB3YeMbIH DaHKAMK); B KAHKIOM H3 LIEHTPOB XPAHHTCH KO-
s, B nononkenne K 9mum 6azoseiv cepshcam SIAG npenna-
raer GOnbImOH BLIGOP TEXHONOTHYHLIX MPOIYKTOB, KOTOPbIE
MOrYT OBITE 4PE3BLEIMAIHO A0POrHMA. .. JIOCTYN K TEXHONOH-
am B cTune Jpxeiimca bonza nanexo He BCAKOMY 10 KapMmany!

o Mepe npoaBiKeHHA B IIyOb KPEILOCTH Mbl IOPAKASMCA ee
HEBEPOATHBIM pazmepam. TTocse Toro KAk Mbl MEPECEeKI paj
JUIHHHBIX KOPH/I0POB, YXOIMLINX ITY0OKO B HEIpa ropbi, I1po-
i yepes BecKoHEeUHBIE 110CTh DE30I1aCHOCTH 1 MPOIE/IATH
HacTh MYTH B JIMTE, MBI IOCTHIAEM, HAKOHELL, CBATAN CBATHIX
ITOrO YAHBHTEJIBHOTO MECTA — 3aJ1a, PA3ICICHHOTO HA KOMHa-
THI, KaK/1as H3 KOTOPBIX 3alLHIIEHA CHCTEMOH Ge30nacHo-»»
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Some unusual secrets are hidden
in the Swiss mountains. “Swiss Fort
Knox” - an ultra-secure data centre
in what was formerly a Swiss Army
fortress — is concealed beneath the
rocky slopes of one such mountain.
Business Mir describes their exclu-
sive visit to this unique site.

MARTIN LONGET

A small and discreet entrance nestled
in a steep mountain slope near Gstaad;
no one would expect to find one of the
warld’s most technologically advanced
data centres in the heart of the Swiss
mountains. After entering a top secret
code, a guard opened the door and led
us into the mountain itself. The first
security check point appeared at the
end of a hallway, a sort of portal that
closes around the visitor and appears
to analyse all sorts of data, What is it
really checking up on? “I can't tell you,
it's a secret” is all that a smiling
Christoph Oschwald, who co-owns and

co-founded SIAG - the company that
owns and operates Swiss Fort Knox —
with partner Hanspeter Baumann,

is willing to reveal.

Formerly a Swiss Army parachute
grenadier officer, Oschwald was the first
to grasp the incredible potential of this
secret fortress the army built as an air
force command post in the 1960s.
Swiss Fort Knox project was the first
joint-venture between the Swiss Army
and a private company. It officially
began in 1994 with plans to operate
two sites - Swiss Fort Knox | and Il -
separated by a distance of 20 kms. In
partnership with the Swiss Army, SIAG
became co-owner of Fort Knox |l and
obtained a 20-year lease on Fort Knox |,
which is inaccessible to visitors and
guarded by the army.

The two sites were renovated to become
a new type of ultra-secure data centre
using the latest in advanced technology.

Copyright © MOUNT10

Inside Swiss Fort Knox

BuyTpu Swiss Fort Knox

Christoph Oschwald, co-owner and co-founder
of SIAG - the company that owns and operates
Swiss Fort Knox

Kpucrod Owesansa (Christoph Oschwald),
COYYPEaUTENt SIAG, KOMNAHUMW, KoTopan Bnaseer
W ynpasnaeT ueHTpoM Swiss Fort Knox

The two fortress-
es were renovated
to become a new
type of ultra-
secure data cen-
tre using the lat-
est in advanced
technology

These data centres guarantee protection
of sensitive data to various clients, be
they large corporations or individuals
from the private sector. The centres
guarantee data protection from every
possible threat imaginable - terrorist
attacks, nuclear catastrophes, epi-
demics or earthquakes. Swiss Fort Knox
includes an air strip, a rudimentary hotel
service and even a special customs area
for emergencies! »»
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Behind this discreet entrance nestled in a steep mountain slope near Gstaad hides one of the world's most technologically advanced data centres

3a 3TMM HENPUMETHBIM BXOAOM PACTONOMEH OAWH M3 CaMbIX TEXHONOMMYECHH COBPEMEHHBIX JaTa-LeHTpoB B MUpe

cTi. BHYTPH pacTioNOKe bl ITOIKH C HeDOMLITNMY 3areyaTaH-
HBIMH IIACTHKOBBIMH KOHTEIHEpaMH, B KOTOPBIX H XPAHHUTCA
unopmanua kanentos SIAG. Ho ecth noMeuiesns, pacno-
JIOKEHHBIC B ellie fonee 3aIIMIICHHBIX oTceKkax popra, Kyjia
HE JIONYCKAITCA JaKe aJIMHHUCTPATOPBI KPEIOCTH. Tyna, pa-
3yMeeTcs, He OBLIHM ZOMYIICHBI H MBI

Swiss Fort Knox umeer
CBOIO B3JIETHYIO 110J10CY,
He00JIbILIOH 0Te)Ib U J1aKe
NOCT TAMOKEHHOI0 KOHTPOJIS

Bce KOHCTPYKIHH M [OMEIICHHA MOTHOCTRIO paspaboTabl
IIBEHIAPCKHMH MHAKEHEPAMH, H OIHH B3IJA HA HUX CTOHT
TOro, 4T00BI TPOAENaTh Bech TOT MyTh. Orono 40 MuumHO-
HOB IBEALAPCKHX (PPaHKoB ObUIO BIOKEHO B IPOEKT, KOTO-
PHIif, MOMHMO MPOYEro, BKIIOYAET OXJIAKAAIUIYID CHCTEMY
€ HCIOIb30BAHIEM BOIbI MOJ3EMHOI0 03epa, jenas Swiss
Fort Knox, no cnosam Kpueroda, «caMbiM 3K0JIOTHYECKH Y-
CTBIM JaTa-LEeHTPOM B Mipe». DopT NoJKIIOueH K 0T/AeNbHOI
MEKTPOCETH H HMEET CBOH MOILHBIE TeHEPaTOpBl Ha Ciyyaii
asapri. Kasastii 27eMeHT B KOHCTPYKLHH HMeeT «1yOnepar,
TaK YTO0 EC/IM YTO-TO BBIHIET M3 CTPOA, 3amacHas MeTalb
MTHOBEHHO 3aiiMeT Mecto nospexaentoii. Kpuctod Om-
BaJIbJl OOBACHACT CMBICIT JIOPOTOCTOANINX KOHCTPYKIHIT TIpo-
cto: «Mudopmanns — 310 Bamora OyayLIero, = rOBOPUT OH, —
10ITOMY MO00HBIE MepPhl Ge30MaCHOCTH HEOOXOTHMBI).

Ioce ABYXYACOBOIl IKCKYPCHH MBI BO3BPAIIAEMCA Ha 110-
BepxHocts. Mannnugeckuii neiizax kantona bepH kymaetcs
B colHeuHOM cBeTe. HeBo3MyTHMBIH OXpaHHHK, KOTOPBIH CO-
[IPOBOAK/IAN HAC BCC 9TO BPEMS, 3aKPBIBACT 34 HAMH JIBEPD.
Oxpana Swiss Fort Knox cocront us rpaxaan Ulseitnapuu,
[POIIEAMIHX YPEe3BbMAiHO cTpornii oTGop M 0fyueHHbIX
B apmuH. Ele oauH crnocod NpeuionnTh KIHEHTaM HAacToA-
1ee mBeiiapekoe KauecTso.
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Data can be conveyed physically or via
the “MOUNT10" backup programme
specially designed by SIAG. The data are
encrypted at 448 bits (approximately
320 times superior to the 128 bit bank-
ing security norm) and two copies are
stored, one in each of the Swiss Fort
Knox sites. In addition to these basic
services, SIAG offers a wide range of
customised high-tech products, which
can be very pricey indeed...access to
James Bond's level of technology is not
available to those on a budget!

As we progressed towards the heart of
the fortress, the awesome size of the
facility became more apparent. After
crossing a series of long hallways buried
deep within the mountain, passing
through multiple security portals and
boarding an elevator, we eventually
reached the inner sanctum —

a hall lined with ultra-secure,
limited-access rooms, Inside

these rooms, we found

shelves holding small, sealed,

blue plastic boxes containing

the secret data SIAG's clients

store there. But we weren’t

allowed to see rooms located in

the fort’s even higher security

areas, some of which even the

site's own administrators aren’t
permitted to access!

The technical installations alone,
entirely designed by Swiss engi-
neers (as was the rest of the site),
make it worth the trip. Over 40 mil-
lion CHF were invested in the proj-
ect, which included creating a cool-
ing system using water from an
underground lake — making Swiss
Fort Knox “the world's most eco-
friendly data centre”, according to

Swiss Fort Knox
includes an air
strip, a rudimen-
tary hotel service
and even a spe-
cial customs area
for emergencies!

should one element fail, the backup
copy can immediately take its place.
Swiss Fort Knox's expensive installa-
tions are easily justified by Christoph
Oschwald's statement that “Data is
the money of the future” and that kind
of security has become priceless.

After a 2 hour tour,
we returned to

the surface.

The sur-

rounding Bernese countryside was idyl-
lic, bathed in radiant sunlight. The
impassive guard who had followed us
since the beginning of the visit closed
the door behind us. Swiss Fort Knox
guards are all Swiss nationals who are
recruited according to extremely strict
security criteria and trained by the Swiss
Army. Yet another way in which SIAG
ensures “Swiss Made” services.

So how's business? The ever-smiling
Christoph Oschwald's pithy answer

to our question went as follows:
“Considering that the data protection
market is booming and that demand for
the type of service we provide is con-
stantly rising, I'll let you draw your own
conclusions”. m

Glass fw eemection
1@ multiple providers.

Each of the facility’s components was manufactured twice; should one element
fail the backup copy can immediately take its place

Ham/b!it 3NeMEHT B KOHCTPYKUMW UMEET «y6Nepas, Tak YTO ECH YTO-TO BeIAKET
M3 CTROR, JanacHan AeTalk MIHOBEHHO 3a/AMET MECTO NOBPEMASHHOA

Tax xax nger Gusnec? Oteer ynuibuneoro Kpucroda raxos:
«YUHTBIBAA, YTO PHIHOK YCIYI 10 3aiiTe HHpOPMALHK pac-
TET TaK ke GLICTPO, KAk H CIPOC Ha MOJ0OHOr0 posia yeayrH,
IIPEJIArak0 BaM CaMMM C/IEJIATh BBIBOABDY. m

Christoph Oschwald. The site is linked
to a separate electrical supply network
and has powerful generators in case

of power failures. Each of the facility's

component was manufactured twice; Copyright © MOUNT10



